BaHkomaT He [O/MKeH BbIFNAAETb
nogo3putenbHo. ObpaTuTe BHUMaHWE Ha TO, He
NPUKPenneHbl M K HeMy Kakue - mbo

OOMO/IHNTENbHbIE yCTDOMCTB& HE MMEKTCA /1
Ha 3KpaHe [AOMOJ/IHUTENbHbIE  WMHCTPYKLUUWN,

HagnmcK n ap.

6. He nonb3yinTecb coBeTamy TPeTbUX NUL, U
He npuberariTe K MOMOLM HE3HAKOMLEB Mpu
BO3HMKHOBEHWM  npobnem B pabote C
baHKomaToM. B Takom cnyyae Heobxogumo
cpasy >e [MO03BOHUTb B CNYXOY MNOALEPIKKM
KMMEeHTOB 0aHKa, Tefed)oHbl  KOTOPOW, Kak
npaBu/o, yKasaHbl Ha 6aHKoMmaTe.

7. He nepepaBaTb Kapry gpyrum svuam, Bce
orepaumn C KapTou [AO/MKHbI MPOBOAUTLCA Ha
Bawwmx rnazax. B TOprobIx TOUKax, pecTopaHax
N Kae BCe [ECTBUA C MIAaCTMKOBOM KapToW
AOMKHbI NMpoMCXoauTL B Bawem npucyTtctaum.
B MpoTMBHOM Cfly4ae MOLUEHHWKM  MOryT
NONYYMTb PEKBM3UTbI KapTbl UM MpU MOMOLLY
CrneynanbHbIX YCTPOMCTB UCMOMb30BaTb WX B
AanbHeliLemM ana U3roToBNeHUs NOAAENKN.

8. Monb3ysdcb Kapro B ceTn «VIHTepHET»,
BHMMATENbHO OTHOCUTECH K CBOEBPEMEHHOMY
OGHOBNEHMIO aHTWMBMPYCHOW nporpaMmbl.  He
COBepLUanTe MOKYMKW Ha MOAO3PUTENbHbIX
caliTax, obpalyaiiTe BHMMaHWE Ha MOAAEPXKKY
cariTammn TexHonornu 3D-Secure.

He fnepxuTe Ha kapTe, KOTOPYH WCMOMb3yeTe
AN nnad’exell B CeTU «HTEPHET», KPYMHYHO
CyMMY. ana CoBepLUeHNs MOKYMKM
AUCTAHLUMOHHO Nydlle O0(OpMUTb OTAE/bHYH
KapTy WK BbINYCTUTb «BUPTYaNbHYHO KapTy».

9. Ecniv KapTa yTpayeHa wnm ecTb MOLO3PeHus,
UYTO [aHHble KapTbl CTa/IM U3BECTHbI TPETLEMY
nmuy, HesaMeLnUTeIbHO MO03BOHWTE B 0aHK U
3abnokupyite KapTy. Ecnv Bbl NOAK/IHOYEHbI K
cepaucy «MOOWMbHBIN 6aHK», TO 6/IOKUPOBKY
MOXXHO cfenaTb Mpuv MomoLM HanpasneHnsa SMS-
yBeOM/IEHNS.

10. He coobwarite gaHHble KapTbl, NepPCOHasbHble
JaHHble, Kofbl, CBeAeHus, cofepxalumeca B SMS-
yBEAOM/IEHWSAX, MOCTOPOHHMM NuuaM. He pasaiite
HMKOMY [OCTyn K Baweil KapTe 4epe3 OHMaiH-
BaHKWHT.

11. PerynsipHo MeHsnTe PIN-kog Baluein KapTbil.
OcobeHHO Moc/e  3arpaHUYHbIX  MOE3A0K  Win
CHATUA [eHer B NMOL03PUTENIbHbIX MecTax.

TonbKo Bawa 6AMTEeNbHOCTb 7
BHUMAaTe/IbHOCTb MOMOXET Bam He cTaTb
)KepTBOI npecTynieHns!

MpokypaTypa KupoBckoii o6nacTw
610000 r. Kvpos, yn. Bonogapckoro, 4. 98
«TenedhoH goBepus»: 8(8332) 38-11-53
E-mail: prokuror@oblast.kirov.ru
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OadRKOBCRVE 1UIACTVKOBDBIE KRapPlbl -
Croco6 coBepLUeHUS MPEecTynIeHNs

BaHKOBCKME NNaCTUKOBbIE KapTbl KaXAblil 13
Hac 1Cnonb3yeT B NMOBCEAHEBHOMN XXM3HW.

OH¥ ynpoLaoT npouecc onnarbl, a rnaBHoe -
ABNAOTCA  [OMOSHUTENbHOW  3aWwmTon  Ana
[leHeXHbIX CpefcTB, Bedb YKpadeHHad KapTa
6ecnonesHa, ecnu He 3HaTb PIN-kog,

Ho 6e30nacHOCTb CPeACcTB, XpaHWMbIX Ha
6aHKOBCKOM CYeTe, 3aBUCUT B MEPBYHD 0Yepeadb
OT TOro, cobniogaet Bnageney npasuna
N0/Ib30BaHUA KapTOA UMW HET.

HebpexxHoe o6pallleHne C KapToil paboTaeT Ha
PYKY  MOLUEHHMKaM, KOTOpble  MOCTOSIHHO
M3bICKMBAOT ~ HOBbIE  CMOCOOLI obmaHa
BNafleNbLIEB KapT.

Camoe TpyaHOoe [N MOLUEHHWKOB - Y3HaTb
PIN-kog. [AnAa 3Toro MoOryt WCMosibL30BaThbCA
pa3fINYHbIE CNOCOObI.

B nepByto ouepesb, 3TO OrnalleHne CBeAeHWn 0
PIN-koge camum paepxkatenem KapTbl. VMeetca
B BuAy, HampuvMep, ero 3anucb Ha Kapre wm
KakoM-1mbo [pyrom Hocutene (nuct 6Gymarw,
3anmncHas KHWKKa W fp.), XpaHumas BMecTe C
KapToiA.

Takke KapTbl MOryT O6bITb  MCMO/b30BaHbI
noabMu c npeaBapuTe/IbHOM
ocBefoMNIeHHOCTbI0 0 PIN-koge:  uneHammu
CeMbM, OMM3KUMU APY3bAMKU, KOMeramu Mo
paboTe - TO ecTb TeMW, KTO UMeeT AOCTyn K
XPaHEHWUIO KapTbl.

Lidivitiivida Jte R v, MnieRAVK MWL yinailb 1TWM-KVWL
Aepxxatenst 6GaHKOBCKOW KapTbl, NOArNsabIBas U3-3a
ero nseya, roka TOT BBOAWT KOf B GaHKOMaTe,
nmM60o BO BPEMS ONJiaThl MOKYMKX B MarasuHe.

MocnegHve rofbl 3/10YMbILLJIEHHUKNA Yalle BCEro
3BOHAT rpaxkgaHam, NpeacTaBnsscb COTPYLHUKaMU
0aHKOB, HasblBas MO MMEHW - OTYECTBY, W MPOCAT
COO6WNTL AaHHble KapT. [pu 3ToM MOryT ObITb
MCNO/b30BaHbl MPOrpamMmMbl MOAMEHbI TeNeOHHbIX
HOMEpOB, BXOAALMIA 3BOHOK MOXXET OMNpefensTbCcs
Y K/IMeHTa Kak HoMep 6aHKa.

[na coBepLleHNs MOLLEHHUYECTBA C KpeaUTHbLIMU
Kaptamy  MOTryT  MUCMOMb30BaThCA  (PasibLLUMBbIE
6aHKoMarTbI nn6o nepeaenaHHble cTapble
baHKomatbl. Pa3mewjalotca OHM B Hambosnee
OXXMBNEHHbLIX MecTax. [locne BBeAeHUA KapTbl U
PIN-koja Ha pgucnnee Takoro  6aHKomaTa
MosBMSETCA HAAMUCb, YTO AeHer B 6aHKoMmarte HeT
WM 4TO 6GaHKOMAT HEMCrpaBeH.

Takke NPecTyNHUK MOryT WUCMONb30BaTb 0CO6bIE
YCTPOCTBA,  CUMTbIBAIOLIME  MH(OPMALMIO ¢
MarHWTHbIX MOMOC  KapTbl  (CKUMMWHI).  Kak
npaBuno, 9T0  CMeUUanbHO  U3roTOB/EHHbIE
KnaBuaTypbl. KOTOPbIMY HaKpbIBAOT
CYLLIECTBYIOLLIVE.

NoNb3ytTCA  MCUXONOTMYECKUMU  NPpUeMaMm
NS ynpaBneHus AencTBUAMKU YenoBeka. OHW
n306pakatoT  MOKynatenein  aBTOMOOMIEN,
3eMe/IbHbIX YYaCTKOB, >KMBOTHbIX, MebGenu,
oAexabl M Op. Ha caiTax 6ecnnaTHbIX
00BSBMEHWIA MM B COUManbHbIX CETAX. [Mpu
3TOM OHW BCE HaxoaaTcs rAe-TO [Aaneko, Ho
AN TOrO 4TOObl BOX/ENEHHbIi ToBap He
npuobpen KTo-TO  [APYroi, OHW TOTOBbI
NepeBecT YaCTb  CTOMMOCTM WM [adke

NOMHYKD  CTOMMOCTb HeMeNeHHO Ha
6aHKOBCKYO KapTy npojasLa.
OcHoBHble npaBuna 6e3onacHoOCTH

ANS BNajenbLUeB NaacTUKOBbIX KapT

. Hukorga v HMKomy He coobluaete PIN-
KO4 KapTbl, He NUWWTe ero Ha Kapte wi
[pyroMm HocuTefne, He XpaHWTE ero psagoM C
KapToil. BblyumTe PIN-Kog.

2. Ans onepaTmMBHOro nony4veHus
WHhopmaLmm 06 orepaumsax no pacHeTHOMY
CUETY MOAK/MOUWUTE Ha TenedoHe ycniyry
«CMC-onoBeLLeHue».

3. ObpatmsBwmncb B 06CNyXMBalOLWNA Bac
0aHK, YCTaHOBUTE NMMWUT (AHEBHON) CHATMA
Ha/IMYHbIX [EHEXHbIX CPeACTB C KapTbl.

4. He cTecHsAWTecb  3akpbiBaTb  OT
MOCTOPOHHMX KnaBuaTtypy 6GaHkKomMaTa BO
BpemsA BBoAa PIN-kogda.

5. CHumaliTe [eHeXHble cpeacTBa W
npov3BoAMTe ~ oMepaumMmM Mo KapTe B
faHKoMaTax, KOTOpble PacronoXeHbl B ogimcax
GaHKa, PSAOM C HUMW, WM HaxOAsLMMUCS B
FOCYJapCTBEHHbIX  YUPEXAEHUSAX,  KPYMHbIX
TOProBbIX LIEHTPax U T.A.



